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The performance of scientific and technological research has always been done openly, 
collaboratively and with the widest scope of international cooperation. However, recent 
moves by autocratic nations to exploit the standards of openness displayed by Western 
universities and research institutions has fuelled the emergence of ‘research security’, a 
domain invoking the protection of sensitive, classified or economically valuable 
knowledge and technologies from espionage, theft, interference and illicit transfers. 
Australia — once considered a ‘first mover’ by criminalising foreign interference and 
university espionage in 2018 — has since languished in legal and policy restrictions on 
research security. In some part, this is due to an unwillingness by academia to recognise 
that national security threats to the research enterprise are real. Therefore, this paper 
seeks to empirically examine live cases of research incidents from Australian institutions 
obtained from Freedom of Information requests. Building on those case studies, the 
paper then seeks to argue that Australian (and indeed global) academia is still a 
fundamental target for foreign adversaries seeking to expand or mature their 
technological and industrial bases through illicit means.   

I  INTRODUCTION 
 
In 2017, Australia faced a significant national security problem. The nation was 
confronting a sophisticated espionage campaign on an ‘extensive, unrelenting’ 
scale,1 so much so that it threatened to overwhelm the resources of its domestic 
intelligence agency (the Australian Security Intelligence Organisation, or 
‘ASIO’).2 ASIO was under so much pressure it was co-opting academics to provide 
evidence on espionage activities.3 According to a classified report commissioned 
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by the Department of the Prime Minister and Cabinet and completed by 
consultancy firm McGrathNicol, Australia was at dire risk of becoming a haven for 
foreign spies.4 

On 7 December 2017, then-Prime Minister Malcolm Turnbull introduced one 
of the most significant pieces of legislation to impact Australia’s national security 
environment: the National Security Legislation Amendment (Espionage and 
Foreign Interference) Bill 2018 (Cth) (‘EFI Bill’). The Bill sought to 
comprehensively rewrite some of the most fundamental provisions of the 
Criminal Code 1995 Act (Cth) sch 1 (‘Criminal Code’),5 refreshing the decades-old 
definition of espionage and providing a suite of new offences for engaging in 
foreign interference, supporting to a foreign intelligence agency and theft of trade 
secrets. The amendments also sought to define wholly new classes of entity 
subject to potential regulation — ‘foreign principals’, ‘foreign government 
principal’ and ‘foreign political organisation’.6 The EFI Bill was passed by both 
Houses and became law on 29 June 2018.  

But following the legislative flurry of the National Security Legislation 
Amendment (Espionage and Foreign Interference) Act 2018 (Cth) (‘EFI Act’), Australia 
has largely languished on research security law and policy. Legislative efforts in 
2018 have since been eclipsed by allies in the Five Eyes: the United States (‘US’),7 
Canada,8 the United Kingdom (‘UK’),9 and New Zealand.10 A critical analysis of the 
cyber domain demonstrated that Australian universities continue to struggle to 
protect themselves from attack.11 The Australian policy guidelines for countering 
foreign interference in the university sector have remained unrefreshed since 
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2021.12 The changes wrought by the EFI Act itself are now under review by the 
Independent National Security Legislation Monitor, who has identified a significant 
number of issues in both the drafting and implementation of its measures.13 And in 
August 2025, the Director-General of Security Mike Burgess used the annual Hawke 
Lecture at the University of South Australia to warn Australians that espionage is 
estimated to be costing the country around $12.5 billion annually.14 

What remains unclear is the precise scope and scale of the threats posed to 
universities, and Australian universities in particular. Globally, academics continue 
to feature in news stories around the world for their involvement in acts of 
espionage, foreign interference and trade secret theft. Notable examples include: 

• the arrest of a Brazilian university professor in Norway for acts of 
espionage, with allegations that he was a Colonel in the Glavnoye 
Razvedyvatelnoye Upravleniye (‘GRU’),15 the wing of Russia’s military 
intelligence directorate with a mandate to engage in foreign spying;16 

• an investigation into associations between Chinese academics at Stanford 
University detailing credible allegations that the university’s research 
programs had been infiltrated by officials of China’s Ministry of State 
Security;17 and 

• a parliamentary researcher and academic arrested and charged (then 
sensationally acquitted) by UK police for allegedly ‘providing prejudicial 
information to a foreign state’.18 

In the Australian context, public reporting of these types of issues is spotty. 
A report released by the Australian Parliament’s Joint Committee on Intelligence 
and Security (‘PJCIS’) in 2022 found that ‘incidents of foreign interference, 
censorship and intimidation were occurring on [Australian] university 
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campuses’.19 A Queensland PhD student was refused a student visa for allegedly 
being ‘directly or indirectly associated with the proliferation of weapons of mass 
destruction’, but was still permitted to finish his PhD studies and return to 
China.20 And a researcher — one of the few persons charged with foreign 
interference offences — is still yet to face trial, with delays reportedly arising 
from failures to obtain the consent of the Attorney-General,21 the convoluted 
nature of the charges involved,22 and national security concerns over a jury.23  

Thus, precise numbers or empirical data on research security incidents 
(especially in Australia) remains elusive. That evidential shortfall is potentially 
damaging: in 2021, during the formulation of guidelines on the handling of foreign 
interference risks, Universities Australia Chief Executive and Board Director 
Catriona Jackson was lampooned in the media for being unable to articulate 
particular case studies.24 Therefore, using documents obtained under the Freedom 
of Information Act 1982 (Cth), this paper seeks to address that shortfall. Helpfully for 
this paper, one of the mechanisms established in the Australian government is a 
National Countering Foreign Interference Coordinator (‘NCFIC’), supported by the 
Countering Foreign Interference Coordination Centre (‘CFICC’). These two entities 
oversee much of the implementation of Australia’s policy in research security, 
though it is couched in terms of ‘countering foreign interference’.25 The CFICC was 
the target of Freedom of Information (‘FOI’) requests related to documentation 

 
19  Parliamentary Joint Committee on Intelligence and Security, Parliament of Australia, Inquiry into 

National Security Risks Affecting the Australian Higher Education and Research Sector (Report, March 
2022) 117 [6.13] (‘PJCIS National Security Risks Affecting Higher Education Report’). 

20  Jamie Walker, ‘CSIRO Cuts China WMD Academic’, The Australian (online, 19 May 2024) 
<https://www.theaustralian.com.au/nation/csiro-cuts-chinese-wmd-researcher-loose-
pressure-on-qut/news-story/c105edcc2d88fa643b2e40b9dc6fc1a7>. See also Zhu v Minister for 
Immigration, Citizenship, Migrant Services and Multicultural Affairs [2024] FedCFamC2G 411, cited in 
Brendan Walker-Munro, ‘Risks of Espionage in Our Universities? Lessons on Research Security 
from Li v Canada’ (2024) 45(3) Adelaide Law Review 635. 

21  Criminal Code (n 5) s 93.1(1). See also Jamie McKinnell, ‘Foreign Interference Charge Against 
Businessman Alexander Csergo Awaiting Attorney-General’s “Consent”, Court Told’, ABC News 
(online, 4 October 2023) <https://www.abc.net.au/news/2023-10-04/nsw-businessman-
alexander-csergo-accused-of-foreign-interference/102933340>. 

22  Jamie McKinnell, ‘Crown Drops Allegation Businessman Alexander Csergo Prejudiced Australia’s 
National Security’, ABC News (online, 20 March 2024) <https://www.abc.net.au/news/2024-03-
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involving research security incidents at Australian universities. This paper reports 
and analyses the results of those enquiries. 

Following this Introduction, Part II will examine the current position of 
research security in Australia, including both governmental and non-
governmental responses since the first criminalisation of foreign interference in 
2018. Part III involves presentation, examination and analytical critique of the FOI 
case studies — empirical evidence that Australia continues to be a high-profile 
industrial and intelligence target for foreign adversaries. Before concluding, Part 
IV will propose three legal and policy measures which Australia needs to consider 
both in meeting the current geopolitical and strategic environment and bringing 
the country up to speed with its contemporaries and allies.  

II  WHAT IS THE CURRENT STATE OF AUSTRALIAN RESEARCH SECURITY? 
 

As an opening observation, it is important to recognise that Australian law and 
policy guidance does not explicitly use the term ‘research security’, which for 
present purposes can be considered as ‘safeguarding the research enterprise 
against the misappropriation of research and development to the detriment of 
national or economic security, related violations of research integrity, and foreign 
government interference’.26 Instead, Australian frameworks make repeated 
reference only to the last of these three themes — ‘countering foreign 
interference’ — a far narrower proposition which explicitly excludes certain 
lawful and quasi-lawful activities that nonetheless pose national security risks to 
higher education settings such as, student/staff exchanges, cybersecurity, 
intellectual property disputes, and breaches of export controls.  

Therefore, a more cohesive and coherent national policy on research security 
is a crucial starting proposition. The Australian government, through its funding 
institutions, administers not only the funds which universities need to survive, but 
also the competitive grants by which they demonstrate their value to society and 
the international economy. As will be seen in the exposition below, each element of 
the triumvirate — government, universities and funding agencies — have specific 
roles to play to support the protection of research from national security risks.  

A  The Role of Government in Research Security 
 

Following the passage of the EFI Act, the Commonwealth government established 
the NCFIC and the CFICC at the same time as the Universities Foreign Interference 
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Taskforce (‘UFIT’) in 2019.27 Unlike its counterpart in the Countering Foreign 
Interference Taskforce (‘CFIT’) — an enforcement-centric taskforce comprised 
of the Australian Federal Police, ASIO, the Australian Transaction Reports and 
Analysis Centre (‘AUSTRAC’), and others28 — UFIT was intended to 
‘collaboratively support and build an environment of trust and resilience, and to 
guide a university’s decision-making based on proportionate risks, so Australian 
universities can continue to produce world-class research’.29 

However, the role of UFIT has been criticised in recent years for not producing 
guidance of substance for the university sector. In the wake of the public release of 
generative artificial intelligence (‘AI’) platforms and their potential implications 
for national security in research, UFIT stayed completely silent.30 Publication of the 
‘measures to safeguard Australia’s sensitive research’ in 2021 came not from UFIT, 
but the Group of Eight, a peak body representing Australia’s eight most research-
intensive universities.31 In an Implementation Review in 2023 and a Pulse Check in 
2024 (both of which were commissioned by the Department of Education),32 
universities expressed worries related to the communication and dissemination of 
information about UFIT initiatives and forward work plans. The specific concerns 
raised included ‘a lack of clarity about what sort of foreign interference has 
relevance to the university sector’33 and ‘concerns about effectively communicating 
foreign interference considerations to staff, students and partners’34 — precisely 
the types of clarity UFIT was meant to provide.   

CFIT on the other hand appears to have been more successful in combatting 
foreign interference. Although prosecutions have been few and far between,35 the 
Director-General of ASIO indicated in 2024 that CFIT had completed ‘more than 120 
operations to mitigate threats … [and i]n a sign of how the threat has grown, successful 
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disruptions have increased by 265 per cent, and continue to increase exponentially’.36 
The Director-General’s evidence to Senate Estimates in 2025 was illuminating:  

One course of action could well be that the matter is handed over to the Federal Police 
for their lead on a prosecution. It could be that it’s an intelligence led disruption by my 
organisation or the Australian Federal Police. That could look like an interview with 
the individual who is under investigation. It could be, subject to warrant, an overt 
entry-and-search operation or asking for a voluntary interview. It could be the use of 
compulsory questioning warrants. In our experience, when we declare our hand to 
individuals that are looking like they are either preparing or doing it, it has a deafening 
effect. Of course, when we’ve got a solid case — and that’s a matter for the Federal 
Police — they take it on and they can do their prosecution.37 

Further, there is evidence that the ambitious legislative regime introduced 
alongside the EFI Act, namely, the establishment of public registers to capture 
foreign lobbyists and influencers, also did not achieve the impact for which it was 
enacted. The Foreign Influence Transparency Scheme Act 2018 (Cth) was supposed 
to ‘provide the public with visibility of the nature, level and extent of foreign 
influence on Australia’s government and politics’.38 However, a statutory review 
conducted by the PJCIS in 2024 found that:  

Much of the evidence provided to the Committee in this review has argued that the 
Scheme’s operation has been constrained, its effectiveness has been limited, and its 
implications are inhibited transparency outcomes despite a high regulatory 
compliance burden. 

In essence the Scheme has failed to achieve its intended purpose with little of 
consequence apparent. 39 

Likewise, the Australia’s Foreign Relations (State and Territory Arrangements) Act 
2020 (Cth) reposed a power in the Minister for Foreign Affairs to cancel 
arrangements between Australian entities and foreign entities — such as under 
university research or funding agreements — that could adversely affect Australia’s 
foreign relations and/or that are inconsistent with Australia’s foreign policy.40 
Though some considered this legislation’s ‘capacity to politicise research and 
educational activities and increase regulatory burden risks undermining the core 
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Interference Report’), quoting ‘Foreign Influence Transparency Scheme’, Attorney-General’s 
Department (Cth) (Web Page), <https://www.ag.gov.au/integrity/foreign-influence-
transparency-scheme>. 

39  PJCIS Foreign Interference Report (n 38) 75 [4.6]–[4.7]. 
40  Australia’s Foreign Relations (State and Territory Arrangements) Act 2020 (Cth) ss 17(3), 24(3), 35(2), 36(2). 
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academic mission of public universities’,41 the Minister never publicly exercised 
that power, despite at least one instance involving Australian researchers that 
arguably warranted it. In 2022, the PJCIS heard evidence relating to a research 
contract being entered into between Monash University and Chinese government-
owned Commercial Aircraft Corporation of China (‘COMAC’), which ‘has been 
linked to a global industrial cyber espionage campaign and been sanctioned by the 
US government’.42 The PJCIS recommended the Minister exercise the power to 
cancel that arrangement, which the government politely demurred in its response 
nearly a year later, saying ‘Monash University has advised that all currently active 
research projects between Monash and COMAC will conclude in the first half of 
2023, and no further activity is planned’.43 A similar incident in 2025 occurred at 
Macquarie University, where a cybersecurity collaboration with Nanjing Normal 
University ‘raised “alarm bells” among security experts and prompted Minister for 
Foreign Affairs Penny Wong to order an ‘urgent’ review’.44 

Another legislative framework, the Security of Critical Infrastructure Act 2018 
(Cth) (‘SOCI Act’), was expanded to higher education institutions in 2022 by the 
Security Legislation Amendment (Critical Infrastructure Protection) Act 2022 (Cth). 
This imposed the substantial compliance obligations of the SOCI Act — including 
registration of critical infrastructure assets with the government, reporting of 
cyber security incidents, and the development of the Risk Management Program 
— to universities, who were strongly opposed to the changes.45 However, almost 
immediately following the expansion of the obligations to the higher education 
sector, both the Queensland University of Technology and the University of 
Wollongong were subject to cyberattacks that impacted campus systems.46 Since 
that time, both Western Sydney University and the Australian National University 
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Education (online, 6 November 2025) <https://www.timeshighereducation.com/news/red-flags-
over-teaching-partnership-chinese-university>. 

45  Universities Australia, Submission No. 148 to Department of Home Affairs (Cth), Protecting Critical 
Infrastructure and Systems of National Significance Consultation (September 2020)2 . 
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have also been impacted by cyberattacks,47 the latter potentially assisting the 
government to more readily pass ransomware reporting changes to the SOCI Act.48 

B  How Australian Universities Have Dealt with National Security Issues 
 

Like their global counterparts, Australian universities face something of an 
invidious challenge in the modern environment. They must balance a fundamental 
ethical commitment to openness, the pursuit of knowledge as a public commodity 
and commitment to public discourse, whilst also being forced to operate as 
businesses by the true financial costs of academic research.49 As the Australian 
government limits research and development funding to only 1.86% of Australian 
GDP (compared to 3.59% in the US and 3.41% in Sweden and Japan),50 researchers 
are inevitably incentivised to look abroad for funding sources. However, overseas 
collaborations inevitably come with the risk that either the entities providing the 
funding and/or the partners to that funding might subvert or sequester the research 
in a way that harms Australia’s interests.51 Further, changes in foreign governments 
can wreak havoc on funding sources if they relate to areas of research no longer 
considered ‘appropriate’ by the incoming government — for example, President 
Donald Trump’s orders relating to excluding funding for programs incorporating 
diversity, equity and inclusion initiatives.52 

 
47  ‘Public Notification: Western Sydney University Cyber Incident’, Western Sydney University (Web 
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2021); Brendan Walker-Munro, David Mount and Ruby Ioannou, Are We Training Potential 
Adversaries? Australian Universities and National Security Challenges to Education (Research Report, 
30 October 2023). 
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At the same time, university involvement in national security discourse 
seems to be on the decline. In the 2024 Pulse Check on the UFIT Guidelines, the 
Department of Education noted that ‘49% of [Australian] universities reported 
experiencing new or emerging barriers to implementation [of] the Guidelines’.53 
Given that the UFIT was specifically designed to provide guidance on those 
matters, and no changes to the UFIT Guidelines appear forthcoming, this raises 
the question of precisely what role the UFIT seeks to play in a contemporary 
research security environment. At the same time, the Pulse Check also revealed 
that ‘universities would benefit from greater dissemination of information to 
practitioner-level staff’,54 suggesting that the currently top-heavy membership 
of the UFIT (ie, involving senior management executives such as Vice-
Chancellors) is in fact one of its greatest restrictions on achieving a proper degree 
of communication on research security issues. 

The wider discussion around universities and national security has also led 
to broader questions about the precise role and nature of universities in society, 
and what form such institutions should take in the future. Internationally, 
Tommy Shih and Caroline S Wagner wrote that ‘[p]olicymakers should recognize 
that security alone cannot strengthen Western economic or scientific leadership; 
international collaboration has become an essential ingredient to scientific and 
technological advancements’.55 From the Australian context, Wesley observes: 

Australia’s universities now occupy an uncomfortably central role in 
Australia life. They are the focus of individual aspirations and societal ambitions; 
the sites of acrimonious disputes over what and who we value; pivotal to 
competing conceptions of what knowledge is for and why it is valuable. Over the 
past thirty years, as they have moved from the periphery to the centre of 
Australian life, universities have become subject to a host of competing and 
contradictory social, policy and academic expectations. They must drive social 
mobility and inclusion while being committed to individual excellence and 
meritocratic reward. They should be widely available but socially prestigious. 
They must deliver high-quality higher education to a large number of Australians 
but at limited cost to the taxpayer. They need to be institutionally effective and 
efficient but remain collegial and grounded in non-material academic values. 
They should be a dynamic export sector that prioritises local, and the engine of 
the new economy that still supplies the skills needed by the old.56 

What has become apparent is that universities cannot be reasonably expected 
to shoulder all the regulatory burden for the risks flowing from research security 
issues. This echoes the PJCIS’s conclusion from 2022 that ‘the sector must move 

 
53  Department of Education (Cth), Pulse Check (n 32) 11. 
54  Ibid 10. 
55   Tommy Shih and Caroline S Wagner, ‘The Trap of Securitizing Science’ (2024) 41(1) Issues in 

Science & Technology 100. 
56  Michael Wesley, Mind of the Nation: Universities in Australian Life (Latrobe University Press, 2023) 

196–7. 
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from a benign operating environment for our adversaries to a hardened environment 
… the sector, with government assistance, should create an environment where 
hostile activity is unfeasible, too expensive or too risky to undertake’.57  

C  Funding Bodies and National Security Issues in Research 
 

Funding bodies also have a significant role to play in administering and 
responding to national security threat. In Australia, research is largely supported 
by the National Competitive Grants Program (‘NCGP’), administered by a 
statutory body known as the Australian Research Council (‘ARC’).58 Industry-
specific funding can be sourced from the Commonwealth Scientific and Industrial 
Research Organisation (‘CSIRO’), whilst medical and biological sciences are 
usually supported by the National Health and Medical Research Centre 
(‘NHMRC’). Both CSIRO and NHMRC are statutory bodies, operating as 
Commonwealth entities with mandates that include funding administration and 
provision of support and guidance to Australian researchers.59 

Of the three, the ARC has seemingly had the most exposure to national 
security issues. Under previous versions of the ARC’s enabling legislation, the 
Minister for Education held a ‘veto’ power to refuse funding applications even in 
the face of recommendations from the ARC, its Board and/or its College of Experts 
appointed from academia.60 This created something of a crisis of faith between 
academics and the Minister,61 leading to an independent review of the ARC which 
concluded in 2023 that ‘in every iteration, Ministerial interventions have drawn 
international attention, and placed at threat the capacity of Australian 
researchers to form research links with international university and industry 
collaborators’.62 The ARC’s legislation was subsequently amended to remove 
almost all aspects of the Minister’s veto, except on grounds of national security, 
where the Minister retains that power:  

 
57  PJCIS National Security Risks Affecting Higher Education Report (n 19) 115 [6.4]. 
58  Australian Research Council Act 2001 (Cth) (‘ARC Act’). 
59  Science and Industry Research Act 1949 (Cth); National Health and Medical Research Council Act 1992 

(Cth). 
60  ARC Act (n 58) ss 51(1), 53(1), 52(4) (as immediately prior to the entering into force of the 

Australian Research Council Amendment (Review Response) Act 2024 (Cth) on 1 July 2024). 
61  Stephen Matchett, ‘La Trobe VC Challenges ARC over Research Cancellation’, Campus Morning 

Mail (online, 29 October 2018) <https://campusmorningmail.com.au/news/la-trobe-vc-
challenges-arc-over-research-cancellation/>; Natassia Chrysanthos, ‘Eminent Researchers 
Condemn Government’s “Political and Short-sighted” Funding’, Sydney Morning Herald (online, 
11 January 2022) <https://www.smh.com.au/national/eminent-researchers-condemn-
government-s-political-and-short-sighted-funding-20220110-p59n2i.html >. 

62  Margaret Sheil, Susan Dodds and Mark Hutchinson, Trusting Australia’s Ability: Review of the 
Australian Research Council Act 2001 (Final Report, March 2023) 27. 
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Ministerial approval of grants of financial assistance for designated research 
programs 

(1)  The Minister may, on behalf of the Commonwealth and in writing, approve the 
making of a grant of financial assistance to an organisation for a research project in 
relation to a designated research program. 

… 

(6)  The Minister must refuse to give an approval under subsection (1) if the Minister 
considers that, for reasons relevant to the security, defence or international relations 
of Australia, the approval should be refused.63 

Concomitant with the amendment of its legislation, the ARC also published 
a new ‘Research Security’ webpage64 as well as an updated Countering Foreign 
Interference Framework.65 These resources should be considered as ‘conditions 
precedent’ to the operation of the Ministerial veto, as the ARC Board retains — 
consistent with both its enhanced research security focus and their Framework — 
a power to refuse to accept applications (or to refuse to supply such applications 
to the Minister for consideration for funding) which do not meet the rules of the 
funding program and/or the eligibility criteria.66 

The NHMRC and CSIRO have not publicised how they counter research 
security risks. The NHMRC publishes no public resources on research security and 
does not routinely appear to operate any awareness or education programs for 
researchers (a curious position to take given the recognised national security risks 
to the life sciences).67 The CSIRO has produced a research security tool for 
applicants and is collaborating internationally with its counterparts; however, 
those efforts have been undertaken confidentially to prevent subversion or 
avoidance of the program. 

There are other agencies in Australia that fund research with national 
security implications. While those bodies are intrinsically more adept at handling 
issues of likely risk, they seem less likely to publicise instances of research 
security threat. For example, the Office of National Intelligence (‘ONI’) — 
established to coordinate Australia’s National Intelligence Community68 — 
administers the National Intelligence Community Research Program, comprising 

 
63  ARC Act (n 58) ss 48(1), 48(6). 
64  ‘Research Security’, Australian Research Council (Web Page) <https://www.arc.gov.au/funding-

research/research-security>. 
65  Australian Research Council, ARC Countering Foreign Interference Framework (Report, December 

2023). 
66  ARC Act (n 58) s 47(4). 
67  For example, see the issues of ‘gain-of-function research’ conducted by Ron Fouchier which led 

to him needing an export control licence before publishing his research publicly: Roy D Sleator, 
‘Ferretting Out the Facts behind the H5N1 Controversy’ (2012) 3(3) Bioengineered Bugs 139. The US 
has since banned all forms of ‘gain-of-function’ research: Executive Order 14292: Improving the 
Safety and Security of Biological Research, 90 Fed Reg 19421, 19611 (5 May 2025). 

68  Office of National Intelligence Act 2018 (Cth) s 7(1)(a). 
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both the National Intelligence Discovery Grants (‘NIDG’) and the National 
Intelligence Post-Doctoral Grants (‘NIPG’).69 The Department of Defence, under 
programs such as Defence Cooperative Research Centres and the Strategic Policy 
Grants Program also funds research.70 Neither ONI nor the Department of Defence 
are likely to publicise details on research security incidents to the broader 
community. The result is a significant gap in the communication of funding 
outcomes with potential national security implications to anyone other than the 
immediate applicant and (perhaps) their employing university — far from the 
‘hardened environment’ envisaged by the PJCIS. 

III  FOI CASE STUDIES  
 

A full version of the documents supplied by the Department of Home Affairs are 
summarised in Table 1 below.71 It is important to note that these incidents are very 
recent as they must, in order to have been provided to the NCFIC and CFICC, have 
occurred since 2019 when those agencies were established. These case studies 
have then been supplemented in Table 2 by case studies already listed by the 
Commonwealth Department of Education on their website.72 It is unclear whether 
these latter case studies in Table 2 are based on real events that actually occurred, 
or have been created to foster discussion in the higher education sector (as there 
are some that show clear overlap of themes) — hence they have been labelled as 
‘hypothetical’ below.  

 
 

 
69  ‘National Intelligence Community Research Program’, Office of National Intelligence (Web Page, 

2024) <https://www.oni.gov.au/news/national-intelligence-community-research-program-
grant-applications>. 

70  ‘Grants’, Department of Defence (Cth) (Web Page) 
<https://www.defence.gov.au/about/governance/grants>. 

71  A copy of this document was obtained under Freedom of Information from the Countering 
Foreign Interference Coordination Centre and is held by the author. 

72  ‘Countering Foreign Interference in the Australian University Sector: Resources’, Department of 
Education (Cth) (Web Page) <https://www.education.gov.au/resources/countering-foreign-
interference-australian-university-sector>. 



52  How is Research Dangerous? 2025 
 
 

 

Table 1: Summary of case studies involving research security incidents in Australia 

Case Study Summary Threat Raised Response 
A researcher specialising in 
maritime defence policy and 
anti-piracy was the subject of 
a targeted spear phishing 
campaign. Subsequent 
investigations determined the 
researcher had previously 
worked in cooperation with 
the Royal Australian Navy.  

• Cybersecurity 
• Conflicts of interest 

Consultation with 
affected researcher. 

A foreign academic requested 
‘visiting academic’ status for 
one year, which would have 
enabled access to domestic 
resources. Their host 
institution was assessed as 
high risk on publicly available 
due diligence resources. 

• Critical technologies 
(cryptography) 

Proposal for visiting 
researcher was refused 
by university. 

A lecturer was asked by 
international students in a 
discussion forum to remove 
Taiwan from the list of 
countries from an assignment 
task, because China held 
sovereignty over Taiwan and 
it was not a ‘country’. There 
were allegations students 
‘intimidated’ the lecturer and 
possibly other students. 

• Foreign interference 
• Transnational 

repression 
• Academic freedom 

Lecturer conceded to 
demands and removed 
Taiwan without 
discussion with other 
staff. 
Full investigation 
concluded that 
education of Faculty 
was necessary. 

A university received several 
requests from PhD students 
to visit Australian campuses 
as part of their studies. All 
these students were part of 
the same research group and 
institute, at a foreign 
university which had 
institutional links to defence 
and aerospace sectors.   

• Espionage 
• Foreign interference 
• Critical technologies 

(defence & aerospace) 

Proposal for visiting 
researchers was 
refused by university. 
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A university student 
published articles with pro-
democracy messaging. She 
was subject to a number of 
unwelcome and threatening 
acts, including: 
• suspicious emails; 
• negative reviews of her 

articles; 
• attempts to hack her 

social media; and 
• an interview with a 

foreign visa official 
conducted in the 
student’s home. 

• Foreign interference 
• Transnational 

repression 
 

Unknown (case study 
did not provide this 
information). 

An academic whose work has 
potential military 
applications (dual-use) is 
pressured by a senior former 
colleague from their home 
country to accept a visiting 
PhD researcher, paid for by a 
foreign government. The 
visiting researcher has a CV 
disclosing links to a university 
with strong defence and 
military links. 

• Critical technologies 
(dual-use) 

• Espionage 
• Foreign interference 

Proposal for visiting 
researcher was refused 
by university. 

A foreign company offered to 
establish an exaflop AI 
supercomputer at an 
Australian university campus, 
maintained by on-campus 
staff employed by that foreign 
company. The foreign 
company was established and 
run by several persons with 
ties to the foreign country’s 
‘military-industrial complex’. 

• Critical technologies 
(AI/supercomputing) 

• Espionage 
• Foreign interference 

Proposal was refused. 
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A foreign PhD student applied 
to a university to stay in 
Australia for two years on a 
scholarship paid for by the 
foreign government to study 
metamaterials. The 
supervisor of this student was 
a highly regarded academic 
who had received numerous 
defence and intelligence-
centric grants. The student 
also requested that the letter 
of support not mention any 
critical technologies. 

• Critical technologies 
(metamaterials) 

• Espionage 
• Foreign interference 

Proposal for visiting 
researcher was refused 
by university. 
Attempt to ‘bypass’ 
visa scrutiny was 
referred to ‘relevant 
stakeholders in the 
Commonwealth 
Government’.  

A visiting academic proposed 
to conduct unspecified ‘field 
work’ into the use of social 
media by their country’s 
ethnic minorities. The 
Australian university was 
requested only to provide visa 
support, office space and 
library access. 

• Transnational 
repression 

• Foreign interference 

Proposal for visiting 
researcher was refused 
by university. 

A group of students published 
an article critical of a foreign 
government’s repressive 
practices. Messages were then 
received from persons 
claiming to be from the 
foreign country, making 
threats of a personal and 
professional nature. 

• Transnational 
repression 

• Foreign interference 

Provision of support 
services to students. 
Additional training to 
coursework students 
regarding academic 
freedom and reporting. 
Increased monitoring 
of communications 
and digital safety. 

An academic employee 
researching an area with 
dual-use implications was 
alleged to be involved in a 
dual appointment with a 
foreign university, as well as a 
commercial company in that 
country. Both allegations 
were substantiated after the 
employee had left the 
university’s employment. 

• Espionage 
• Critical technologies 

(dual-use) 
• Talent recruitment 

programs 
 

Mandated annual 
disclosures for 
academic staff. 
Subsequent 
investigation into paid 
foreign appointments 
evidenced by 
publications resulted 
in ‘a small number of 
staff’ resigning. 
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A foreign doctoral candidate 
proposed a joint PhD between 
an Australian university and 
foreign entity. Checks showed 
the candidate was (then) 
employed by one of the 
foreign government’s 
ministries (unspecified), and 
had appeared on state-
controlled news articles on 
military and strategic 
technologies, including ‘killer 
robots, the role of AI tools in 
assassinations, cyber warfare 
and weaponising 
technologies’. The candidate 
was also already engaged in 
PhD and Masters studies at 
two different institutions in 
two different countries at the 
time of the application. 

• Espionage 
• Critical technologies 

(dual-use) 
• Talent recruitment 

programs 
 

Unclear what action 
was taken –– a permit 
application was 
submitted to Defence 
Export Control.73 

 
Table 2: Summary of Case Studies from Department of Education Resources 

Case Study Summary Threat Raised Response 
An academic writes an article 
critical of a foreign government 
and receives threats and pressure 
to publish more favourable views of 
the foreign government.74 

• Academic 
freedom 

• Transnational 
repression 

Discussing behavioural 
expectations and 
consequences of 
misconduct with 
students and student 
associations. 
Providing guidance to 
staff on facilitating 
these discussions at the 
start of the course, and 
throughout. 

 

 
73  As required by the Defence Trade Controls Act 2012 (Cth). 
74  This table is copied directly from the source material provided by the Department: Department of 

Education (Cth), Countering Foreign Interference Case Studies (14 October 2024) 
<https://www.education.gov.au/download/18667/countering-foreign-interference-case-
studies/39354/document/pdf>. 
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‘Following a class discussion on the 
issues raised in the academic’s 
paper, some students receive 
harassment and intimidation from 
fellow students, threatening to 
report them to the foreign 
country’s embassy and share their 
personal details online. Some of the 
affected students fear reprisals on 
their family overseas from a 
foreign government.’75 

• Foreign 
interference 

Secure contact 
mechanisms (eg, 
encrypted email) for 
reporting. 
Allowing staff to report 
issues on behalf of 
students. 
‘No wrong door’ 
approach, enabling 
students to report to a 
trusted figure in the 
university. 
Formal investigation 
and report to ASIO. 

‘A PhD student at an Australian 
university is undertaking a 
research project in the field of 
chemical engineering. The topic of 
their research has a sensitive dual-
use application relating to chemical 
toxic agents.’76 

• Export controls Due diligence on 
research proposal. 

A professor researching ‘swarm’ 
technology is identified as 
participating in an overseas talent 
recruitment program as well as 
holding an appointment as a 
professor at a foreign military 
university.77 

• Critical 
technologies 
(drones) 

• Talent 
recruitment 
programs 

Due diligence on 
academic 
appointments. 
Full investigation, 
leading to termination 
of employment. 

An academic researching advanced 
batteries for clean energy is offered 
an adjunct role (including payment 
of research and travel costs for 
three months of the year) by a 
foreign university.78 

• Critical 
technologies 
(clean energy) 

• Talent 
recruitment 
programs 

Due diligence on 
academic 
appointments. 
Consideration of 
whether university 
conflict of interest 
policies and procedures 
are adequate. 

 

 
75  Ibid. 
76  Ibid. 
77  Department of Education (Cth), Case Studies: Due Diligence, Risk Assessments and Management (11 

June 2025) <https://www.education.gov.au/download/19016/case-studies-due-diligence-risk-
assessments-and-management/41096/document/pdf>. 

78  Ibid. 
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A university is encouraged to invite 
offers from a foreign venture 
capital fund (controlled by a 
foreign government) for that 
university’s planned campus 
development works.79 

• Foreign 
investment 

University declined to 
go ahead with the 
investment. 

Following a public protest, media 
reports that numerous students 
who attended a demonstration 
have received online messages 
from fellow students calling them 
traitors and threatening to report 
them to a foreign country’s 
consulate.80 

• Foreign 
interference 

• Transnational 
repression 

•  

Investigation. 
Contacting affected 
students with support. 
Publishing a statement 
in support of academic 
freedom and 
democratic, lawful 
protest. 

‘An academic issues a reading list 
to students which is comprised of 
articles expressing a range of 
positions on a topic with strong 
opposing views. Some of the 
students enrolled in the course 
complained to the academic that 
some of the articles were offensive 
and demanded that those articles 
be removed from the list.’81 

• Academic 
freedom 

• Transnational 
repression 

•  

Provision of support to 
lecturer to retain 
reading list. Supporting 
the academic’s 
response to the 
complainant. 

Students report engaging in self-
censorship in class discussions and 
assessments, reporting other 
students threatening to report 
them to the consulate.82 

• Academic 
freedom 
Transnational 
repression  

• Foreign 
interference 

Reinforce commitment 
to academic freedom. 
Providing students 
alternative modes of 
participation. 

 

 
79  Ibid. 
80  Department of Education (Cth), Case Studies: Governance and Risk Frameworks (11 June 2025) 

<https://www.education.gov.au/download/19010/case-studies-governance-and-risk-
frameworks/41105/document/pdf>. 

81  Ibid. 
82  Ibid. 
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An academic expressing views 
contrary to those articulated by a 
foreign autocratic government 
receives a large volume of abusive 
messages and realises their 
personal contact details have been 
shared without their permission.83 

• Cybersecurity 
(‘doxing’)84 

Cybersecurity 
measures. 
Formal investigation 
and referral to law 
enforcement. 
Publishing a statement 
in support of academic 
freedom.  

A university is considering 
establishing a foreign campus in a 
country suffering violent political 
protests and outbursts; however, 
the partnership agreement would 
give the foreign entity access to 
Australian student data.85 

• Cybersecurity 
• Privacy 

Personnel and physical 
security measures. 
Limiting offshore 
access to student data. 
Any reporting 
requirements obliged 
by Australian law. 

An academic who supervises 
students at a foreign campus is 
approached by someone alleging to 
be a researcher interested in their 
project, which involves quantum 
physics.86 

• Critical 
technologies 
(quantum) 

• Espionage 

Report incident to 
University/ASIO. 
Consider engaging 
consular support. 

A PhD candidate is invited to 
participate in research by one of 
her supervisors, located at a 
foreign university. This research 
occurs outside the scope of her PhD 
work, and is not supervised by her 
supervisor at the Australian 
university. She is confronted by the 
University Academic Integrity 
Officer, alleging a potential breach 
of their Misconduct Policy.87 

• Lack of 
supervision 

• Reputational 
implications 

Consideration of 
appropriate supervision 
guidelines. 
Assessment of whether 
university’s conflict of 
interest policies and 
procedures are 
adequate. 
 

 
83  Ibid. 
84  Doxing is defined by Australia’s e-safety Commissioner as ‘intentional online exposure of an 

individual’s identity, private information or personal details without their consent with the 
intent of causing harm’: ‘What is doxing?’, e-Safety Commissioner (Web Page, 28 May 2025) 
<https://www.esafety.gov.au/industry/tech-trends-and-challenges/doxing>. 

85  Department of Education (Cth), University Foreign Interference Taskforce Transnational Education 
Working Group: Transnational Education Case Studies (11 June 2025) 
<https://www.education.gov.au/download/19007/case-studies-transnational-
education/41132/document/pdf>. 

86  Ibid. 
87  Ibid. 
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A  What the Case Studies Mean for Australian Research Security 
 
Both actual instances in FOI documents and the ‘hypothetical’ versions 
promulgated by the Department of Education demonstrate several lessons to 
Australian universities that are worth observing.  

The first lesson is that the case studies reiterate warnings by Burgess in 
public Annual Threat Assessments since he commenced in the role of Director-
General of ASIO in 2019, namely, that Australia was, is and will remain a site of 
intense intelligence and foreign interference interest into the future. Specific 
warnings borne out in the case studies include: 

We’ve seen visiting scientists and academics ingratiating themselves into university 
life with the aim of conducting clandestine intelligence collection. This strikes at the 
very heart of our notions of free and fair academic exchange.88 

Foreign spies are constantly seeking to penetrate … academia … to steal classified 
information, military capabilities, policy plans and sensitive research.89 

Following my previous address, our disruption of a ‘nest of spies’ got a lot of attention. 
But dismantling spy networks is business as usual for ASIO. We did it again last year. … 
Australians who were targeted by the foreign intelligence service included current and 
former high-ranking government officials, academics, members of think-tanks, 
business executives and members of a diaspora community.90 

Foreign intelligence services from multiple countries are aggressively seeking secrets 
about our … academic and think tank research … This applies equally to other 
professions that are traditionally targeted by foreign intelligence services: academics 
invited to an off-shore symposium …91 

[S]pies pose as consultants, head-hunters, local government officials, academics and 
think tank researchers, claiming to be from fictional companies… We have seen [the 
‘A-Team’ spy network] try to recruit students, academics, politicians, 
businesspeople, researchers, law enforcement officials and public servants at all levels 
of government.92 

[N]ation states will want greater insights into their enemies –– and some of their 
friends –– to better understand strategic intent and capability. In a more complicated, 

 
88  Mike Burgess, ‘ASIO Director-General’s Annual Threat Assessment’ (Speech, Australian Security 

Intelligence Organisation Headquarters, 24 February 2020). 
89  Mike Burgess, ‘Director-General’s Annual Threat Assessment’ (Speech, Australian Security 

Intelligence Organisation Headquarters, 17 March 2021). 
90  Mike Burgess, ‘Director-General’s Annual Threat Assessment’ (Speech, Australian Security 

Intelligence Organisation Headquarters, 9 February 2022). 
91  Mike Burgess, ‘Director-General’s Annual Threat Assessment’ (Speech, Australian Security 

Intelligence Organisation Headquarters, 21 February 2023). 
92  Burgess, ‘ASIO Annual Threat Assessment 2024’ (n 36).  
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competitive world, regimes will seek to exert more influence and control over diaspora 
communities.93 

The second lesson is that both the FOI documents and hypothetical case 
studies do not fully demonstrate the scope of potential national security threats 
to the Australian research security enterprise, nor the ways that they are evolving 
and adapting to changes in the geopolitical environment. For example, recent 
reports have highlighted that North Korea has leveraged its entire nation-state 
intelligence apparatus towards generating a ‘shadow workforce’ impersonating 
IT workers and is inter alia involved in stealing research from Western 
academics.94 Talent recruitment programs — such as the infamous Thousand 
Talents Program run by China — are explicitly banned by US law and funding 
conditions,95 but not otherwise regulated in Australia. Similarly, a generalised 
academic naivety remains a significant challenge to the formulation and 
application of research security policy. Despite Xiaolong Zhu being refused a 
student visa by the Minister for Immigration, Citizenship, Migrant Services and 
Multicultural Affairs for potential risks of the diversion of his research into 
weapons of mass destruction, his university continued to support the appeal of 
his visa, with his PhD supervisor claiming his work on drone navigation in 
contested environments was ‘not applicable to military purposes’.96 The Minister 
disagreed and stood by its determination that he posed a risk.97 That decision was 
affirmed by the-then Administrative Appeals Tribunal, the Federal Circuit and 
Family Court of Australia, and the Full Court on appeal.98 

The third lesson is that the fundamental challenge facing universities is one 
of information: both obtaining information to inform due diligence investigations 
and risk assessments (either before an activity is undertaken, or in response to a 
complaint or tip-off), and then being able to share that information with other 
members of the higher education sector in Australia (either to ‘warn off’ specific 
named threat actors, or to raise the profile of specific methodologies by threat 
actors). The PJCIS heard evidence relating to this exact limitation during their 
2022 inquiry but made no specific recommendations about information-sharing 
or amending the various secrecy provisions which gave rise to the limitation.99  

 
93  Mike Burgess, ‘Director-General’s Annual Threat Assessment’ (Speech, Australian Security 

Intelligence Organisation Headquarters, 19 February 2025). 
94  Daryna Antoniuk, ‘News Media, Foreign Affairs Experts are Targets of North Korean Group’s 

Latest Campaign’, The Record (online, 25 January 2024) <https://therecord.media/scarcruft-
apt37-north-korea-espionage-south-korea-media-academia>; Michael Barnhart, Exposing 
DPRK’s Cyber Syndicate and Hidden IT Workforce (Report, 2025). 

95  See, eg, 42 USC § 10632 (2022). 
96  Zhu v Minister for Immigration, Citizenship, Migrant Services and Multicultural Affairs [2024] 

FedCFamC2G 411, [14], [29]. 
97  Ibid [15]. 
98  Zhu v Minister for Immigration, Citizenship, Migrant Services and Multicultural Affairs (2025) 311 FCR 

237, [30]-[36]. 
99  PJCIS National Security Risks Affecting Higher Education Report (n 19) 96 [4.81]. 



Vol 44(3) University of Queensland Law Journal   61 
 
 

 
 

Finally, these case studies show that the Australian university sector is — in 
the words of a similar study on US institutions — simply ‘too big, too distributed, 
too complex, and too exposed across too many sectors for a top-down, federally 
controlled approach to the research security challenge’.100 One might argue that 
there is too much ‘bad blood’ or distrust between government and universities, 
with ‘problems of authority, information, and trust, which on the one hand 
prevent the government from intervening or interfering in university research 
arbitrarily, and prevent properly informed collaboration between those two 
entities in response to national security risk on the other’.101 This distrust can 
mean that universities adopt a hyper-cautious approach, refusing a 
collaboration, approach, visit or offer that had risks too high to mitigate. Although 
refusal could have been the appropriate decision in the circumstances, the line 
between ‘refusal for risk’ and ‘racial profiling’ is razor-thin and has on occasion 
been crossed with little benefit to Australia’s reputation or interests.102  

B  International Experiences of Research Security Threats 
 

Australia’s experience is in line with other Western nations. In 2023 it was 
announced that the University of Amsterdam and the Free University of 
Amsterdam would partner with Huawei to build an AI laboratory in the 
Netherlands. However, Huawei was a poor choice of partner — in addition to 
having been banned from supplying 5G telecommunications infrastructure in a 
number of countries,103 Huawei technology was also implicated in allegations of 
racial profiling of Uyghurs in Xinjiang.104 Despite those issues, the lab was allowed 
to continue operating, concluding quietly at the end of 2025.  

On the other hand, the Dutch government drew the ire of the research sector by 
proposing to implement a mandatory screening law (Wet screening 
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kennisveiligheid)105 which would require universities to submit all researchers — 
both local and international — whose research would touch on a sensitive 
technology area to ‘security screening’ (similar to a security clearance process). 
Those screenings would be performed by a departmental agency (Screeningsautoriteit 
Justis, a body that already conducts screenings for vertrouwensfunctie [position 
involving confidentiality]),106 because Dutch intelligence agencies Algemene 
Inlichtingen- en Veiligheidsdienst (‘AIVD’) and Militaire Inlichtingen en 
Veiligheidsdienst (‘MIVD’) had declined to do so.107 These investigations must be 
completed in no less than four weeks, or eight weeks for complex cases. Early 
estimates suggested Screeningsautoriteit Justis would perform 8,000 screenings per 
year (ie, completing around 30 screenings every working day);108 however, that 
number has now risen to 10,000 per year and is likely to only increase.109  

Germany likewise has recent experience with intelligence operatives at its 
universities. In April 2024, three persons were arrested by German authorities on 
suspicion of espionage, after they used academic contacts to obtain dual-use data 
on bearings in high-pressure machines and details of engines suitable for 
deployment on combat vessels. They also exported a laser to China in violation of 
German export laws.110 On the other hand, students from China’s Scholarship 
Council (‘CSC’) have been blocked from enrolments at German universities 
because they are required to give a ‘loyalty pledge’ to China’s government that 
contravenes Germany’s Basic Law.111 CSC-funded students must also regularly 
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submit a ‘situation report’ to the relevant Chinese embassy or consulate.112 Thus, 
hosting institutions can clearly see in the CSC contract a concern for research 
security, beyond the obvious ethical and legal implications. 

For some time now, the UK has taken a more collaborative approach to its 
research security challenges by framing the threat in terms of ‘trusted research’ 
and establishing the Research Collaborative Advice Team (‘RCAT’), a body inside 
the Department of Science, Innovation and Technology which serves as ‘a first 
point of contact for official advice about national security risks linked to 
international research’.113 The RCAT operates alongside more traditional research 
security controls including the Academic Technology Approval Scheme (‘ATAS’), 
a migration scheme requiring a certificate from the Home Office before foreign 
scholars in certain technological fields can travel to the UK. 

In the US, allegations of espionage at Stanford University have resulted in both 
Departmental and Congressional investigations into funding from foreign entities.114 
Simultaneously, US authorities have recently brought charges against researchers 
for allegedly attempting to smuggle biological material into the country. In the first 
case, two researchers were apprehended with samples of a fungus known as head 
blight alleged to be a ‘potential agroterrorism weapon’ causing ‘billions of dollars in 
economic losses worldwide each year’.115 Another case involved the detention of a 
PhD candidate bringing samples of round worms into the US after allegedly deleting 
the content of her electronic devices prior to apprehension.116 

Canada has taken a policy journey on opposite tracks to Australia. Canada has 
focused on research security since 2016,117 but has more recently pivoted to a foreign 
interference focus in response to alleged interference in Canadian electoral 
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processes.118 The Canadian university and research sector has been rocked by a 
number of national security scandals, including providing alleged ‘background 
cover’ (ie, a false employment connection) to the GRU Colonel arrested in 
Norway,119 as well as possibly allowing two Chinese scientists with links to military 
microbiology labs to export potentially lethal biological weapons to China.120 

C  Responding to Threats: The ‘Blanket No’  
 

The FOI documents and hypothetical case studies suggest that Australian universities 
are more risk-averse than their international counterparts in instituting research 
security controls. Six of the 12 case studies in the FOI documents demonstrated that 
the university involved ‘refused’ to allow the relevant research or collaboration to 
proceed — suggesting, in effect, a ‘blanket no’ response. For context, a ‘blanket no’ 
response is one where the institution flat out refuses the research, collaboration or 
association, with no possibility of risk mitigations or management. 

That result is surprising, given that research security protocols are often 
motivated by the desire to approve the conduct of the research, even if the 
research itself is subject to the imposition of regulatory controls or conditions.121 
Chief of Research Security Strategy and Policy at the US National Science 
Foundation, Dr Rebecca Kaiser, summarised this stance it recently in saying:  

We want to continue to fund the best research here in the United States, and if we 
decline proposals because we think they’re too risky, then researchers might seek that 
funding elsewhere. We also want to focus on mitigation, rather than decline, and get 
to ‘yes’.122  

Given that international perspective, a finding that Australian universities 
are overwhelmingly tilting towards a ‘blanket no’ response is supported by the 
literature on risk management in higher education settings. Universities conduct 
substantial amounts of research across a vast swathe of fields, covering areas of 
law that carry national security implications including foreign direct investment, 
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export controls and dealing with sanctioned countries and entities.123 To mitigate 
those risks, states create new laws and impose new or modified duties to limit or 
prevent risk-taking behaviour.124 Given that universities are generally considered 
one of the most highly regulated environments in the world,125 one might assume 
that university research is an overwhelmingly dangerous exercise. Although that 
conclusion is clearly nonsense, it does highlight the obvious cultural tension 
between universities as austere and conservative bastions of free intellectual 
inquiry, and universities as protectors of knowledge that is in the nation-state’s 
security or economic interests. Empirically too, universities continue to 
demonstrate that they are far more risk-averse in pursuit of research and 
development, innovation and commercialisation opportunities, unable to 
properly mimic the achievements of the private sector.126  

Research security programs are also supposed to demonstrate ‘country-
agnosticism’, that is, they apply to scholars and students irrespective of their 
nationality. Both the European Commission’s recommendation on research 
security127 and Canada’s Sensitive Technology Research and Affiliations of 
Concern (‘STRAC’) policy128 explicitly incorporate that notion.  Yet country-
agnosticism is harder to enact than it looks, with nationality (especially for 
Chinese scholars and students) often used as a proxy for actual risk.129 Further, 
the impositions of certain countries’ domestic laws can create difficulties in 
enacting country-agnosticism as a policy position.  
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To give one example, we can turn to the EU where (in the name of protecting 
academic freedom) many Chinese academics are functionally blocked from research 
because of the conditions attached to their source of funding. In Germany, the 
Friedrich Alexander University of Erlangen-Nuremberg (‘FAU’) decided to ‘suspend 
collaboration with holders of scholarships awarded by the [CSC] indefinitely’.130 
Faculties of several Netherlands institutions have also suspended or stopped their 
collaboration with CSC because of the infringements on academic freedom 
involved.131 In Sweden, Aarhus University stopped admitting PhD students with CSC 
funding, while Uppsala and Lund Universities ‘imposed a temporary bar’.132  

Having a ‘blanket no’ approach to CSC-funded academics is a clear policy 
position allowing universities to redirect limited resources elsewhere, short-
cutting the due diligence process. But not all universities have the capacity to 
make the same decision. For many institutions, appointing CSC-funded PhD 
students is financially beneficial due to the stipends paid through the scholarship. 
In Australia, cost-efficient PhD completions improve a university’s block funding 
from the government, with the result that a large part of the expansion of a 
university’s research capacity is usually the result of cross-subsidised or 
externally funded researchers.133 However, universities should not have to accept 
greater threat to research security to maintain financial stability.  

IV  HOW RESEARCH SECURITY IN AUSTRALIA COULD (AND MUST) CHANGE 
 

Australian society has long recognised that the imperative to protect the sanctity 
of university teaching and research is not just a legal obligation, but a moral and 
ethical one as well. As the High Court of Australia articulated: 

The maintenance of high standards of teaching and research, and the furtherance of 
the export of university services by Australian universities, make it essential that 
public regulation of universities be scrupulously maintained, in accordance with the 
law enacted to achieve that objective.  It also makes the defence of academic standards 

 
130  Yojana Sharma, ‘German University Ends Ties with China Scholarship Scheme’, University World 

News (online, 20 July 2023) 
https://www.universityworldnews.com/post.php?story=20230720113914406>. 

131  These include the Free University of Amsterdam, the University of Amsterdam, the Erasmus 
School of Social and Behavioural Sciences and the Erasmus School of Economics, as well as the 
Technical University Delft and Utrecht University: Yojana Sharma, ‘Universities Urged to Plan for 
Loss of China’s PhD Students’, University World News (online, 20 March 2024) 
<https://www.universityworldnews.com/post.php?story=20240321003823472>.  

132  Louis Beck Petersen, ‘AU Stops Admitting PhD Students from China Who Have Signed Allegiance 
to the Chinese Communist Party’, Omnibus (online, 27 March 2023) 
<https://omnibus.au.dk/en/archive/show/artikel/au-stopper-optaget-af-kinesiske-phd-
studerende-der-har-underskrevet-troskabsed>. 

133  Universities Australia, Investing in PhD Candidates in Australia (Report, December 2024). 



Vol 44(3) University of Queensland Law Journal   67 
 
 

 
 

and of the integrity of degrees or awards and university research a vital part of the 
functions of such statutory bodies.134 

Universities have acknowledged that some level of risk-taking is involved (and, 
perhaps, even required) to achieve rigorous academic debate and the precipitation 
of innovation. Research security is imperative to enable international engagement, 
protect the staff and students, and protect the university itself. However, 
unnecessary bureaucratic burden can impede opportunities for researchers to 
pursue or engage in higher-risk activities in the first place. Further, levels of risk to 
which each university is exposed — and their relative appetites to accept residual 
risk — differ wildly across the university sector, owing to differences in research 
foci, student and staff demographics, local and global strategies, and competing 
market forces for grants and student enrolments. 

A  Increased Research Security Prominence in Australian Policy 
 

Australia needs a federal research security policy that subsumes or replaces the 
existing UFIT Guidelines with a more cohesive and collaborative form of guidance. 
This will require that Australia capitalise on its earlier ‘first-mover’ advantage in 
passing the EFI Act by establishing a clear, flexible and balanced research security 
policy and provide whole-of-government clarity on precisely ‘what research 
security entails, its purpose, and the standards expected consistently across the 
sector’.135 That in turn will oblige the Australian government to consider which of 
the various regulatory approaches taken by comparable institutions is best suited 
to protecting our national interests — whether that is in the form of the EU’s ‘as 
open as possible, as closed as necessary’ principle, or the more collaborative and 
advisory approach typified by the UK’s RCAT.  

As a contemporary example of what such a policy could look like, the recently 
released UK National Security Strategy announced expansion of the RCAT and the 
upcoming publication of the UK’s first Research Security Strategy. According to the 
publication, academia is considered a strategic defence asset and require that ‘[t]he 
UK defence industrial base [will be] redefined to include academia, dual-use 
civilian-military companies, financial services, technologists and trade unions’.136 

Australia’s research security policy will need to move beyond the traditional 
political lens of countering foreign interference, a term derived in large part from 
the changes wrought by the EFI Act. That political lens is no longer fit-for-purpose, 
as Australia’s limited prosecutions for the offence no doubt demonstrate: the 
charges of ‘recklessly engaging in foreign interference’ filed against Alexander 
Csergo have either captured an illicit provider of sensitive information to foreign 
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intelligence agents, or subjected an honest open-source researcher to prosecution 
and potentially twenty years’ imprisonment.137 A properly formulated approach to 
research security not only subsumes foreign interference, it covers acts that are 
legal but are still of concern to Australia’s interests. 

The policy will also need to address that the time for the UFIT to act as a 
worthwhile contributor to Australian research security has well and truly passed. 
Although UFIT was instrumental in establishing the UFIT Guidelines and guiding 
early policy development, its utility appears to have waned. Departmental 
guidance from both Home Affairs and Education on countering foreign 
interference in higher education has continued largely independently of (or at 
least tangentially to) UFIT’s involvement, and the Guidelines themselves have 
not been refreshed since 2021 despite several significant shifts in Australian 
geopolitics and foreign policy. Further, UFIT has been either subordinated or 
eroded by the establishment of numerous sub-groups such as the Trusted 
Information Sharing Network for higher education (‘TISN’),138 the Western 
Australian universities community of practice139 and the Informal Foreign 
Interference Network (‘INFIN’). Put another way, one might ask: ‘If UFIT was 
working, why would universities need these additional bodies?’ 

An Australian research security policy will also need to address the 
generalised academic naivety as to Australia universities as intelligence targets. 
In 1988, then Director-General of Security Harvey Bennett famously quipped: 
‘With the simple self-confidence which living in an island state breeds, 
Australians are sometimes doubtful that their country might be of interest to 
foreign intelligence services.’140 Nearly thirty years later, Mike Burgess gave the 
2025 Hawke lecture, where he said that ‘[a] new iteration of great power 
competition is driving relentless hunger for strategic advantage and an insatiable 
appetite for inside information. … Nation states are spying at unprecedented 
levels and with unprecedented sophistication.’141 Burgess’ comments come 
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alongside six years of publicised ASIO threat assessments. Yet, Macquarie’s 
relationship with Nanjing Normal University142 and continued issues with foreign 
research collaborations143 suggest that the message is not quite cutting through. 

B  Dealing with Information Asymmetry 
 

In June 2025, the ARC communicated that it was strengthening its processes to 
protect the security of ARC funded research to meet new legislative requirements 
under amendments to the Australian Research Council Act 2001 (Cth).144 In addition 
to the establishment of the ARC Board (which replaced the previous governance 
structure), other actions by the ARC to support obligations where matters of 
national security, defence or international relations arise included engaging with 
universities for earlier research screening and to seek detailed and specific 
assurance and evidence that risks are managed appropriately. Although an early 
engagement focus is laudable, the existence of a veto power at both the level of 
the ARC Board and the Minister is concerning where there is no legislative 
requirement for transparency around the exercise of such powers.145 

As touched on earlier, information sharing between governments, industry 
and academia remains a significant barrier to enhancing research security across 
all universities. The FOI case studies illustrate a range of threats to research security 
and allude to the key information that would enable universities to develop better 
safeguarding practices. Lack of knowledge sharing is already a well-known issue 
broadly relevant to national security. As Rory Medcalf recently said: ‘When it comes 
to the security landscape, the gap between what government knows and what it 
says in public must become narrower, not widen.’146 The result is that whilst 
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government may hold relevant information, they are unaware in practical terms 
what most universities and researchers are doing. Simultaneously, universities and 
researchers remain largely unaware of what their fellow universities and 
researchers are doing, and privacy laws prevent them from informing each other. 
Promoting information sharing about who the threats are and what they are doing 
would, we argue, enable universities to proactively identify and address national 
security concerns at a local level, improve risk-based approaches, and foster a 
broader community-approach to research security.  

Dealing with information asymmetry will also require Australia to confront 
whether it possesses the legislative capacity and Ministerial boldness to ‘name 
names’ of intelligence officials, foreign interference agents and proxies which pose 
threats to research security. This could be achieved either under broad-based 
provisions of Autonomous Sanctions Act 2011 (Cth), or via a targeted legal reform of that 
Act. For example, the Joint Standing Committee on Foreign Affairs, Defence and 
Trade recently recommended that Australia ‘include criteria for the thematic area of 
“threats to international peace and security”’ in the Autonomous Sanctions Regulations 
2011 (Cth) to address inter alia ‘pervasive national security threats to academia’.147  

Unfortunately, the Australian government and its grant-awarding bodies 
have a history of being reticent to engage in naming entities that pose a research 
security risk, a contrast to its international counterparts. For example, the US 
Secretary of War must publish an annual list of foreign entities that have a 
demonstrated history of intellectual property theft, espionage, intelligence 
recruitment, or otherwise ‘operate under the direction of the military forces or 
intelligence agency of the applicable country’ or ‘pose a serious risk of improper 
technology transfer of data, technology, or research that is not published or 
publicly available’.148 The Canadian government, under its Policy on Sensitive 
Technology Research and Affiliations of Concern (‘STRAC’), also publishes a list 
of Named Research Organisations which include any ‘university, research institute 
or laboratory connected to military, national defence, or state security entities 
that could pose a risk to Canada’s national security’.149 Japan likewise publishes 
an ‘End-User List’ of entities to whom exports are forbidden without a licence, 
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because the ‘concerns about the development of weapons of mass destruction 
have not been eliminated’.150 

Engaging in naming foreign entities with whom Australian research 
collaboration is not permitted or welcomed carries obvious risks to diplomacy, 
geopolitics and foreign policy. Those risks might be impossible to countenance for 
a country for whom tertiary education is in the top five of exported commodities.151 
But that argument ignores a fundamental observation about Australia’s higher 
education sector: naming and shaming already occurs, but not in a holistic or 
coordinated way. For example, the publication of the Australian Strategic Policy 
Institute’s China Defence Universities Tracker in 2019 was answered in some corners 
of the media with condemnation for pillorying Chinese students;152 yet it had 
negligible impact on Australia’s foreign student numbers or education export value. 
Nor has ASIO’s carefully crafted but consistent warnings about espionage or 
intellectual property theft over the past six years done anything to discourage 
foreign student attendance in Australia. In February 2023, Burgess said that 
‘[f]oreign intelligence services from multiple countries are aggressively seeking 
secrets about our…academic and think tank research’;153 yet in December of that 
same year Universities Australia CEO Catriona Jackson called our education exports 
for 2023 ‘the biggest export we don’t dig out of the ground’.154 

Declaring a list of prescribed entities (whether sanctioned or otherwise) also 
has the benefit of confronting and dealing with academic naivety in the research 
security space. Taking a look at the Canadian Named Research Organisations list 
published under their STRAC policy, it is difficult to conclude that Canadian 
researchers would not be threatened by potential associations with the ‘Explosion 
and Impact Technology Research Centre’ (Iran), the ‘Center for Military 
Technical Problems of Biological Defense’ (Russia), or the ‘Rocket Force Research 
Institute’ (People’s Republic of China). Similarly, the STRAC policy makes very 
clear that researchers should remain open to the possibility of risk no matter the 
nature of their collaboration: 
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Researchers should keep in mind that institutions that are not included on the list may 
still pose a risk. As a best practice, researchers are encouraged to apply due diligence 
practices to mitigate risks that may be associated with any collaboration or 
partnership in a sensitive technology research area. Researchers are also encouraged 
to transparently disclose their affiliations, funding, and in-kind support with their 
sponsoring institution and with their research team, to foster trust and to ensure the 
security of sensitive research from unwanted transfer of knowledge and technology.155 

In summary, attempts to address research security in Australia that fall short of 
some kind of ‘naming and shaming’ regime will ‘ultimately be sub-optimal unless 
the government finds the courage to publicly name those who are interfering’.156 

C  A Healthier, More Balanced View of Risk 
 

Beneath both a more prominent research security policy and the possibility of 
dealing with information asymmetry between government and academia, there 
is also a need for a more fulsome discussion of risk between both of those parties. 
In a recent report on Australia’s National Intelligence Community, Chris Taylor 
argued that governmental innovation is essential to keep pace with larger 
partners and keep ahead of adversaries; yet Australia’s intelligence agencies are 
increasingly risk averse and struggling to adopt emerging technologies.157 Those 
findings echo an earlier landmark examination of innovation in the US 
intelligence community, which concluded that 

decisionmaking remains too focused on the risk of action but fails to assess and 
incorporate the risk of inaction and the opportunity cost of not acquiring and 
integrating new technologies into intelligence missions. This task force does not 
cavalierly dismiss the critical threats and risks … associated with new technology and 
data streams. Indeed, risk must always be central in analyzing technology adoption, 
but decisions cannot be made solely on those grounds. An element of [US]IC culture 
that leaders must prioritize transforming is this risk aversion, where risk-taking, 
experimentation, and creation will be rewarded and where innovators are not unduly 
punished when there is inevitable failure.158 

Risk aversion has been, and remains, a significant brake on national security 
decision-making, whether in the university sector or elsewhere.159 When it comes 
to regulating sensitive areas of research, there is space to address gaps in 
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Australia’s framework through voluntary codes of conduct or accreditation 
schemes.160 However, this may not meet all of Australia’s strategic objectives, 
such as the need to have a comparable export control framework to the US, itself 
necessary for Australia to be part of the licence-free environment of the AUKUS 
community.161 Moreover, it is unclear whether the costs associated with 
establishing and complying with self-regulation versus the costs of a focused 
Australian government process would be lower for the higher education research 
sector. The nature and the severity of the risks also suggest that instead of 
voluntary approaches, which may be inconsistent and have a slow uptake, 
government regulation would be more appropriate. 

We suggest that a proper research security framework would use a 
Commonwealth research security policy (replacing the UFIT Guidelines) as a kind 
of ‘baseline’, establishing a set of requirements that apply across all universities 
in Australia’s higher education research sector, irrespective of size, target 
markets, demographics and research profiles or specialties. Those ‘baselines’ 
should be the subject of auditing or certification by a governmental body such as 
the Tertiary Education Quality and Standards Agency (TEQSA). Once a set of 
commonalities that holistically address broad research security risk has been 
established across the sector, the role of government can shift from being 
regulator to being a trusted advisor, similar to the role provided by the UK’S RCAT. 
In that environment, universities should be encouraged to develop and self-
assure their own security and risk management programs, but with guidance 
from government and its intelligence organs as appropriate to enable up-to-date 
threat intelligence sharing and best practice implementation. 

Another approach drawing international attention is the establishment of 
security committees, composed of senior academics and risk professionals from 
across multiple faculties and given a mandate to review the entire research 
program of the university. Originating in Germany following the June 2014 report 
published by centralised research funding bodies Deutsche 
Forschungsgemeinschaft (‘DFG’) and Leopoldina,162 these Kommissionen für Ethik 
der Forschung (‘committees for ethics in security-relevant research’, or ‘KEF’) 
were established at approximately 120 research institutions and campuses across 
Germany to advise on research with potential national security implications.163 

There are criticisms of scrutiny committees. Some have suggested that these 
committees could themselves become tools of repression or suppression of 
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academic freedoms, by refusing to permit research in valuable areas of human 
endeavour because of a failure to properly meet ‘risk appetites’ (whether or not it 
is even physically possible to do so, given the nature of the research concerned).164 
But other jurisdictions have followed suit in establishing similar scrutiny 
committees: in the US, research security committees have been established 
largely in response to National Security Presidential Memorandum No 33 issued 
by the first Trump administration.165 The EU is likewise considering the 
establishment of research security committees along the same lines as research 
ethics committees, in order to meet the obligations imposed by the European 
Council Recommendation of May 2024.166 

Of course, such ambitious models have resourcing implications for both 
government (as regulator) and universities (as regulatees). Other jurisdictions offer 
funding vehicles to support universities in developing and implementing research 
security programs or initiatives, either in the form of research and development 
incentives or payment schemes designed to defray the costs of personnel and 
capital investment. For example, this could be achieved by establishing a ‘national 
security focused technology fund’ (in emulation of the UK’s National Security 
Strategic Investment Fund)167 or alternatively a research security-specific fund 
akin to Canada’s Research Support Fund.168 Whether Australia follows suit is a 
matter for the Treasury; given that universities have already borne the brunt of 
compliance costs for countering foreign interference on behalf of the 
government,169 it might be appropriate (and indeed wise) for it to find a way to 
support the protection of Australian interests in higher education research. 

V  CONCLUSION 
 
Australia had a strong head start when it passed its suite of national security laws 
in 2018, but it has since lost that first-mover advantage. The risk environment has 
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changed significantly, and regimes like the Foreign Arrangements Scheme and 
Foreign Interference Transparency Register now appear as outdated relics. 
Universities have changed as well, being increasingly mobilised to counter 
fractured geopolitics whilst also trying to balance finances tied to foreign 
students. Asking universities in that environment to work more closely and more 
openly with government, without a reciprocal investment by government in 
research funding, is not likely to be successful. Yet as the FOI case studies 
identified in this paper demonstrate, the current approach by Australia’s higher 
education research ecosystem is simply not working.  

As we have argued, Australia needs to adopt a research security policy as a 
matter of priority. That policy needs to be tied closely to the NCGP, so that only 
research which benefits Australia’s national interests receives competitive 
funding. That might require the NCGP to be comprehensively reviewed to make 
sure it still meets its objectives, especially given recent criticisms that the 
program is being subordinated by generative AI170 and broader university hiring 
dynamics.171 That policy also needs to learn the lessons from other countries that 
academic freedom is a core promise for, and crucial enabler of, research security. 
Such lessons should encourage government and the higher education sector to 
co-design these measures, rather than impose them by fiat.172  

Both the sector and the government also need to work together to iron out 
issues around sharing information on the one hand, and what that information 
means on the other. For example, privacy laws currently prevent universities from 
informing other institutions about the result of their due diligence investigations 
or incidents.173 This allows foreign agents and their proxies to attempt infiltration 
at multiple Australian universities (both physically and virtually) and increasing 
their likelihood of success and little risk of detection. Those same laws also 
prevent ‘naming and shaming’ individuals who might pose a risk to the sector; 
however, sharing with government agencies is permitted, thus situating bodies 
like the CFICC and NCFIC as perfect ‘clearinghouses’ for the sector about persons 
or entities posing high risk to research. The government could consider — as part 
of their broader Privacy Act 1988 (Cth) reforms — including opportunities for the 
sector better identify and call-out threats. 

Higher education researchers also need to become far more aware of the risks 
applying to their work, especially when they look for funding or opportunities 
overseas. At the same time, government can support researchers by increasing 
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research funding and making it easier to apply for. The case studies in this paper 
demonstrate that researchers become especially vulnerable when they partner 
internationally but without regard for due diligence, a finding supported by the 
literature.174  

Government intervention may not always be welcome, but it is also clear that 
the existing frameworks to support research security in a time of heightened 
geopolitical tensions do not always meet national interest objectives. To address 
contemporary threats to research security and the ability to respond to new and 
emerging threats (without unnecessary restrictions) a clear, robust, purposive and 
fit-for-purpose regulatory framework is required. Preferably, that framework should 
be adaptable, scalable and interoperable with the international countries with whom 
we align our values of transparency, openness, innovation and collaboration. If 
Australia intends to retain its position as a top-flight research environment, then the 
university sector needs to demonstrate that its collective protective security approach 
is to a standard that at least matches its US or European counterparts. 
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